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SMART REMOTE MONITORING SYSTEM
AND METHOD

missions from the machine monitors and processing the
information to provide an indication of a machine condition.
A repeater receives the sensor data transmissions from the
machine monitors and retransmits the data to the command

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority from US. Provisional
Patent Application Serial No. 60/140,793, entitled “Smart
Remote Monitoring System and Method” and ?led Jun. 25,
1999. The disclosure of that provisional application is incor

porated herein by reference in its entirety.

stationAWhen, due to site conditions, the machine monitors
are beyond the receiving range of, or out of the line of sight
to, the command station.
US. Pat. No. 5,917,405 (Joao) discloses a control appa
10

?rst signal for one of activating, deactivating, enabling and
disabling one of a vehicle component, device system and
subsystem. The ?rst control device is located at the vehicle

BACKGROUND OF THE INVENTION

1. Technical Field
The present invention relates to a system and method used

and is responsive to a second signal generated by and
15

for the remote monitoring and control of property and
equipment. The primary application is for absentee oWners
tion also can be used for commercial and industrial moni
20

special programming of system monitor devices or sensors

Property and equipment are generally valuable assets of

prior to system operation. This increases complexity of
installation and further complicates incorporation of addi

an oWner. The value of these items to the oWner or autho
25

the utility provided to the oWner or authoriZed user, such as
in the cases of a home, boat or automobile. As such, it is

With the system, thereby requiring special personnel to
install the system and subsequent sensor additions.
30

tored by the oWner or authoriZed user to ensure the presence

of acceptable item conditions and to identify situations that

Moreover, the above-described systems generally detect
alarm conditions based on measurements of speci?c indi
vidual sensors. This limits the conditions that may trigger an

alarm and may possibly lead to reporting of false alarms or
missing an actual alarm condition When such conditions are

may lead to item damage. Monitoring of an item is a tedious
task and typically requires the oWner or authoriZed user to be

in the vicinity of the item. HoWever, various property, such

tional sensors into the system. Further, this speci?c pro

gramming is typically accomplished by personnel familiar

imperative that the condition of these items be maintained to
provide the upmost Worth and utility. In order to maintain
the items in a proper condition, the items should be moni

from the third control device. The third control device is
remote from the vehicle and second control device.
The related art suffers from several disadvantages. In

particular, the above-described systems generally require

2. Discussion of Related Art

riZed user may be derived from the monetary Worth and/or

transmitted from the second control device. The second
control device is located remote from the vehicle and is

responsive to a third signal generated by and transmitted

of yachts and vacation homes, hoWever, the present inven
toring and control.

ratus for a vehicle including a ?rst, second and third control
devices. The ?rst control device generates and transmits a

indicated by a combination of sensor measurements. In
35

as vacation homes and vehicles, are usually remote from the
oWner or authoriZed user, thereby enabling monitoring at

addition, the above-described systems are typically not
available in a kit form for installation by a consumer.

infrequent intervals. Thus, improper item conditions may

OBJECTS AND SUMMARY OF THE
INVENTION

arise Without notice to an oWner or authoriZed user, thereby

tending to cause damage to the item. The related art attempts
to overcome the above problem by providing various remote

monitoring systems. For example, US. Pat. No. 4,831,558
(Shoup et al) discloses a system for monitoring physical
phenomena and changes in structures. The system includes
a plurality of programmable intelligent transducers arranged

40

Accordingly, an object of the present invention is to

remotely monitor and control various property and/or equip
ment.
45

in an array With each being uniquely addressable by a remote
controller to perform its functions (i.e., measure, translate

a netWork, such as the Internet.

Yet another object of the present invention is to remotely
monitor property and/or equipment and detect user speci?ed

analog measurement into digital signals and transmit the
digital signals to the controller). The monitoring is selective
to each individual intelligent transducer. The intelligent
transducers combine measurement, microprocessor and

alarm conditions based on measurements of a combination
50 of sensors.

Still another object of the present invention is to provide

communication functions that are programmed and actuated
from the controller.
US. Pat. No. 5,790,977 (Ezekiel) discloses a system

remote monitoring kits including sensor modules and a
controller for installation by a user to monitor user property

providing remote access from a remote host system to an 55

instrument. Control and data acquisition softWare is stored
in the instrument and forWarded to the host system. The
softWare is executed on the host system and provides
commands to control data acquisition of the instrument. In
response to a request from the executed softWare, acquired

It is another object of the present invention to enable users
to remotely monitor and control property or equipment via

and/or equipment.
A further object of the present invention is to utiliZe a

Wireless on/off keyed protocol for communication betWeen
sensors and a sensor control module to facilitate remote

monitoring of property and/or equipment.
60

data is forWarded from the instrument to the host.

The aforesaid objects are achieved individually and/or in
combination, and it is not intended that the present invention
be construed as requiring tWo or more of the objects to be

US. Pat. No. 5,854,994 (Canada et al) discloses an
apparatus including one or more machine monitors Which

combined unless expressly required by the claims attached

attach to one or more machines to sense a physical machine

hereto.
According to the present invention, a remote monitoring
system includes transducers, a transducer control module, a
communications device, a monitoring system and end-user

characteristic, such as vibration or temperature, and produce
Wireless transmissions corresponding to the sensed
characteristic, and a command station for receiving trans

65
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4

display terminals. The transducers are disposed on the
property and/or equipment in a manner to measure speci?c
characteristics or parameters and communicate With the
transducer control module via a Wireless communication
protocol. The transducer control module receives and ana
lyZes transducer measurements and detects alarm condi
tions. The transducer control module communicates With the
monitoring system via a Wide area netWork and the com

to the monitoring system through the same or a different
Wide area netWork. The system can be used to provide
real-time on-demand status information to end-users, as Well
as alarm noti?cations to the end-user and other appropriate
entities if certain pre-de?ned conditions and/or events are
detected. These alarm noti?cations can take the form of

telephone, telegraph, facsimile, pager, electronic mail, or
other type of communications. End-user terminals 22 are

munications device. The monitoring system receives, stores
and analyZes information received from the transducer con
trol module and reports the information to the end-user

10

terminals via a Wide area netWork, such as the Internet, in
response to user requests.

The above and still further objects, features and advan
tages of the present invention Will become apparent upon
consideration of the folloWing detailed description of spe
ci?c embodiments thereof, particularly When taken in con

Transducers 10 can be sensors and/or actuators. Trans

object, for example, controlling poWer to a device remotely
via terminal 22. In a preferred embodiment, plural transduc
ers are used and connected by Wireless local are netWork

reference numerals in the various ?gures are utiliZed to
20

FIG. 1 is a schematic block diagram of an initial portion
25

controller 32 providing signal conditioning, a digital com

FIG. 2 is a schematic block diagram of the remaining

munications interface (softWare and protocol) compatible
30

ing end-user requests.

analog signals from the sensing element to digital signals
35

measured parameter to the interface for conversion to digital

protocol according to the present invention.
Wireless protocol according to the present invention.

signals compatible With the microcontroller. The microcon
40

FIG. 6 is a procedural ?oWchart illustrating the manner in
Which a transducer is registered With a transducer control

module according to the present invention.
FIG. 7 is a schematic block diagram of the transmitter
control module of FIG. 1 according to the present invention.
FIG. 8 is a block diagram of the monitoring system of

FIG. 2 according to the present invention.
FIG. 9 is a diagrammatic illustration of the association of
data tables Within the database of FIG. 8.
FIG. 10 is a procedural ?oWchart illustrating the manner
in Which the monitoring system processes user requests
according to the present invention.
DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

Wide area netWork

18 to a monitoring system or

station 20 and end-user display terminals 22 Which connect

communicate With a corresponding transducer control mod
ule that receives transducer measurement information and

performs various functions in accordance With the realiZed
information as discussed beloW.

Simple analog transducers (both sensors and actuators)
50 can be used as is or converted to smart transducers for use

55

With the smart remote monitoring system. Transducers 10
typically include technology such as that described in US.
Pat. No. 6,032,109 and US. patent application Ser. No.
09/167,465, ?led on Oct. 7, 1998, the disclosures of Which
are incorporated herein by reference in their entireties.
Each transducer is designed to be “self-identifying” and
preferably has a unique identi?er (UID) for use in register

ing that transducer With the monitoring system. The UID is

generally factory programmed and is used to distinguish
60

each smart transducer. By Way of example only, a maximum
of sixteen transducers 10 may be in communication With a
transducer control module. Since the transducers are “self
identifying”, a transducer may be added to the system at any

and-play” transducers or sensor modules 10, a Wired or

Wireless local area netWork
12 for connecting to the
transducers, a transducer control module 14 Which connects
to the transducers via LAN 12, a communications device 16
Which connects the transducer control module through a

troller is preferably a PIC processor manufactured by
Microchip, but may be any conventional processor. Trans
ducers 10 are Wireless for quick and easy installation by a
user. Each transducer 10 is typically poWered by a battery,
preferably a standard nine volt battery, and has an expected

operating life of approximately one-year. The transducers
45

A smart remote monitoring system according to the
present invention is illustrated in FIGS. 1—2. Speci?cally, the
system includes one or more smart, self-identifying, “plug

compatible With the microcontroller. The sensing element is
typically a conventional transducer for measuring a particu

lar parameter and provides analog signals indicating the

Which messages are received in accordance With a Wireless

FIG. 5 is a procedural ?oWchart illustrating the manner in
Which messages are transmitted in accordance With the

With the Wireless LAN and a Transducer Electronic Data
Sheet (TEDS), and a sensor interface 30 disposed betWeen

the sensing element and microcontroller for converting

FIG. 3 is a schematic block diagram of a smart transducer

of the system of FIG. 1 employing a Wireless communica
tion device.
FIG. 4 is a procedural ?oWchart illustrating the manner in

transducer having intelligence and processing raW sensor
data to provide a useful end result. Referring to FIG. 3, each
smart transducer 10 preferably includes a sensing device 24
and a Wireless communications device 26. Device 24
includes an actual sensing or actuation element 28, a micro

equipment.
portion of the remote monitoring system of the present
invention for analyZing measured information and process

(LAN) 12. The transducers are preferably “smart” transduc
ers using technology such as that represented by the IEEEE
1451.2 standard, the contents of Which are incorporated
herein by reference. Generally, a smart transducer is a

BRIEF DESCRIPTION OF THE DRAWINGS

of the remote monitoring system of the present invention
disposed in the proximity of the monitored property or

ming the monitoring system characteristics, such as setting
the alarm noti?cation conditions, communications media,
message destinations (e.g., telephone number or e-mail
addresses), and message content.

15 ducer actuators may be utiliZed to control the state of an

junction With the accompanying draWings Wherein like

designate like components.

used for obtaining real-time on-demand status information,
for entering real-time control instructions, and for program

65

time via a registration process discussed beloW. Further, the
system may include any quantity of any type of sensor (e.g.,
tWo bilge pump sensors and three high Water sensors for use

in a boating application).

US 6,553,336 B1
5

6

The transducer “self-identi?cation” is preferably accom
plished using a modi?ed version of the IEEE 1451.2 Trans
ducer Electronic Datasheet, although some items can be
omitted or added as needed for speci?c monitoring appli
cations. Each transducer 10 includes an electronic datasheet

the transducer returns to the sleep state and saves the
message for later transmission.
The transducer control module is primarily in an awake
state and can receive messages from the transducers at
5

that describes transducer characteristics. The datasheet pref
erably includes transducer information in the form of a serial
number or UID, quantity of control outputs and a description
of transducer function. An exemplary TEDS is illustrated in
Table I below. Additional information relating to calibration
of channel data is stored in the monitoring system database

virtually any time. However, since the transducer is prima
rily in the sleep state, the transducer control module may
only send messages to the transducer during the time inter
val where the transducer is awaiting an acknowledge mes
sage. The transducer control module buffers control and
actuator channel messages (e.g., actuators are used to control
objects, such as an output or switch) until the intended
transducer initiates communications. The transducer further

as described below.

TABLE I
Transducer TEDS

Field Name

Field Type

Description

Length

Unsigned 8-bit
Unsigned 8-bit
Unsigned 8-bit

TEDS version code
Sensor module function.

TEDS Version
Module Function

Length of TEDS block.

1 = For TCM use only
2 = Object 1
3 = Object 2
4 = Object 3
5-255 = Currently unde?ned

Module Serial Number Unsigned 32-bit

Channel Type

Unsigned 8-bit

Serial number of the module.

Type of channel.
0 = Sensor (input)
1 = Actuator (output)
2-255 = Currently unde?ned

Upper Channel Limit

Float 32-bit
Float 32-bit

Checksum

Unsigned 8-bit

Lower Channel Limit

Minimum physical value of channel
Maximum physical value of channel
Repeat outlined section for each channel.
Checksum computed on all previous ?elds.

This information is utiliZed by the transducer control module
to distinguish between plural transducers that may have the
same function, and to permit additional transducers to be
installed by the user at any time (e.g., without having to
con?gure the transducer or transducer control module). An
install button is disposed on the transducer control module

35

(e.g., approximately every ?fteen minutes to conserve
power, but this may be adjusted by the transducer control
module). This status message interval may be used to assign
transmit time slots to transducers (e.g., which are typically
asynchronous), and further sets the minimum update rate for
actuator channels. During the status message update, the

housing to ensure that a single transducer control module
responds to transducer actuation or installation as described

transducer control module may transmit control information

below. In addition, the TEDS information indicates to other
systems the manner in which to interpret transducer data to
obtain parameter measurements.

Transducers 10 each basically include a low-power sleep

periodically transmits a status message to the transducer
control module to indicate the state of its internal system

to the sensor in an acknowledge message.
45

state, an active state and an install state. The primary state

The install state is basically a separate mode that is
entered when a transducer is being installed. In this state, the
transducer is actively searching for a transducer control
module. The transducer identi?es itself to a transducer

is the sleep state, where the transducer preferably remains a
majority of the time to maximiZe battery life. The transducer
automatically enters the active state from the sleep state

control module and provides corresponding TEDS informa
tion in order to be used in a network and be registered with
that transducer control module. A transducer does not moni

periodically (e.g., approximately every ?fteen seconds) to
sample sensing element input, to determine the presence of

tor input during registration, but does enter the sleep state

a state change for the monitored asset or object and to track

between search requests. The various transducer states and
operations are controlled by microcontroller 32.
Transducer LAN 12 can be wired or wireless. Preferably,

the passage of time. The transducer inputs and outputs are
organiZed as channels, where each monitored input is a

sensor channel, and each output is an actuator channel. A 55 the LAN uses a multi-drop architecture to support the use of

state change occurs when an input for the monitored object
changes between off and on conditions. When a state change
is detected on any of the monitored channels, the transducer
sends a channel update message or report to the transducer

plural transducers in a single system. Representative wired

control module as described below. The transducer trans
mitter is not activated unless a message is to be transmitted

digital spread-spectrum units used in wireless home security
systems and cordless phones, IEEE 802.11 (wireless

in order to conserve battery power. After sending this
message, the transducer waits for an acknowledge message
from the transducer control module. The transducer may
update an output channel or transmit additional information
to the transducer control module in accordance with the

Ethernet), and any one of a number of available wireless

acknowledge message type received. When an acknowledge
message is not received within an appropriate time interval,

LANs include the EDC 1451.2-NA network node and the
Controller Area Network (CAN) described in ISO 11898 and
ISO 11519-2. Representative wireless LANs include the

networking products intended for use with of?ce computers
65

and related equipment. The range and extent of the trans
ducer LAN is generally limited to the equipment or premises
being monitored. For yachts or other vehicles including
boats and aircraft, this range can be limited to the vehicle
being monitored, or it can encompass the entire marina, port,
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or airport. For industrial monitoring applications, it can
encompass the entire factory or site being monitored. For
homes, this range can be limited to just the premises being
monitored, or it can encompass the entire neighborhood,

transmitted and no reply is received, the message is
re-transmitted. Further, the transmitted message and associ
ated reply must include a valid checksum. The checksum
ensures validity of data in a message, While messages and

replies having invalid checksums are discarded.
In the preferred ernbodirnent, LAN 12 is Wireless, While 5
In addition, the protocol ensures that only one transducer
transducers 10 and transducer Control module 14 employ
iS transmitting at a time. In particular, the transducer IIlOIli
development, or resort.

Wireless communications device 16 and a Wireless protocol

tOfS the Status Of the fadiO 0r Wireless hhk t0 Cheek fOf a

to eornrnnnieate cornrnnnieations device 26 includes a

carrier signal. The presence of the carrier signal indicates

receiver 34, a transmitter 36, an antenna sWitch 38 and an 10 that ahOthef device iS transmitting This device may he a

antenna 40, These cornponents are typically irnplernented by
commercially available or conventional devices. The

transducer or other device transmitting in the same RF band.
When a Carrier Signal is detected by a transducer, the

receiver and transmitter are each connected to antenna
sWitch 38 that provides access to antenna 40. Receiver 34

message iS Saved and tfahSIIliSSiOh iS attempted at a IleXt
active transducer State

receives transmitted RF Signals (e_g_, approximately 432

The protocol preferably utiliZes packets to transfer data.

MHZ) from antenna 40 via sWitch 38 and converts those 15 An exemplary packet format is illustrated in Table II beloW,
signals to digital signals compatible With microcontroller 32
and includes a synchroniZation ?eld, a source address ?eld,
for processing. Transmitter 36 receives data from the microa destination address ?eld, a packet identi?er ?eld, a data
controller and converts the data to RF signals (e.g., approxilength ?eld, an Optional data ?eld and a eheeksnrn ?e1d_
mately 432 MHZ) for transference to antenna 40 via antenna
sWitch 38 for transmission. The receive and transmit lines 20
betWeen the microcontroller, receiver and transmitter are
preferably serial having a bandWidth of approximately 4800

TABLE H

Packet Format

bits per second With data arranged having eight data bits, one

Stop bit and no parity bit (i'e', 8 N 1 format)‘

_

_

Field Name

The communications betWeen the transducers and the 25 Synchronization

_

_ _

Size (bytes) Required

Description

2

Yes

Synchronization headen

transducer control module are reliable due to the monitoring

source address

4

Yes

serial number of sender.

nature of the system. A Wireless protocol employing on/off

Destination

4

Yes

Serial number of recipient.

keyed (OOK) transmissions is employed to provide reliable

addres?

communication at loW cost betWeen the transducers and

Packetldenn?er

1

Yes

Type of packet‘

Data length

1

Yes

Size of the data ?eld.

.

transducer control module. Basically, the 'on/off keyed 30

_

approach generates a signal When the transmitter is on, and
is silent When the transmitter is off.

The protocol utiliZes several techniques to reliably trans-

Zero indicates empty data

?e1d_
Data

0 to 128

No

Optional data.

Cheeksum

2

Yes

Fletcher eheeksum

mit data With the on/off keyed approach. In particular, the
Calculated on an Packet
.
.
?elds except header.
protocol implements Manchester encoding, message error
checking and redundancy and carrier signal status checks. 35
Manchester encoding converts data from single binary digits
In particular, the synchroniZation ?eld includes a synchro
(@-g-, a one Or a Zero) into tWO binary digits (@-g-, a OHe-ZeIO
or Zero-(the Pair) Although this technique increases the

niZation header or pattern that is primarily used to provide
a startup time for the transmitter and receiver. The pattern is

amount of data transmitted, the electrical characteristics of

two bytes and preferably Contains the Vahle ‘FFFF’ heXa

the RF slghal are hhproved Whhe efftfcts of ohtslde mter' 40 decimal. The source address ?eld contains four bytes of data

ference are tedll?ed' In adqltlom thls tfncodmg Scheme
resolves amblgultles by requmng trahsmlttergto Send slg'

that include the serial number (e.g., thirty-tWo bits) of the
device (e.g., transducer or transducer control module) send

nals for each bu‘ For example’ If a Senes of loglcal zéros are

ing the message. The destination address ?eld contains four

to be transmitted, the on/off keyed approach requires the
.
.
.

b

ytes of data that include the serial number (e.g., thirty-tWo

transmitter to be silent. Thus, a receiver may not be able to 45 bits) of the device (6
determine Whether or not a series of logical Zeros is being

.

transducer or transducer Control
'g"

.

.

transmitted or no message is transmitted. Similarly, a series
of logical ones produces a continuous signal in the on/off

module) to recelve the, message‘ ,Thls ?eld Is Set to, Zero
When_ a transdhcer 1s m mstauatlon mode’ and typlcauy

keyed Scheme, and a receiver may not be able to determine
the presence of a message from interference or jamming

contains the serial number of' the transducer control module
to Which the transducer is registered. HoWever, the ?eld may

The encoding forces an On/Off transition for eaCh hit such 50 contain the serial number of another transducer for peer to
that a receiver may receive and analyZe signals to determine
Peer eohlhlhhieatiohs- The Packet identi?er held Cohtaihs
the presence of a valid rnessage
one byte and includes a code (e.g., eight bits) that indicates

Error checking and redundancy requires that each transmitted message have an associated reply. When a message is

the type of information contained in packet. Exemplary
packet identi?ers are illustrated in Table III beloW.
TABLE III
Packet Identi?ers

Identi?er Code

(Hex)
10

Function

Data

Sensor status or global

Channel value list The current value of each
sensor channel. A list of the
current value of every channel
from 1 to n. Each value is the

channel report

Description

length speci?ed in the TEDS.

US 6,553,336 B1
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TABLE III-continued
Packet Identi?ers
Identi?er Code

(Hex)

Functio n

Data

Description
Typically sent as a status

message.
The current value of the
channel. Typically sent to
indicate that a channel has

12

State change or single
channel report

Channel number
Channel value

14

Channel update request

Channel number

20

Registration request

No ne

22

Send TEDS

TEDS

powered on.
Sends the TEDS data for all

80

Acknowledge

No ne

Message received and

82

Acknowledge with
channel update

Channel number
New value

Acknowledge with global

New value list

changed to a new value.
The sensor is requesting a new

value for the speci?ed channel.
Sensor is requesting
registration by a TCM. Sent
when the sensor module is ?rst

channels to the TCM.

processed.
Message received. Update the
speci?ed channel with the new

value. Read only channels will
not be affected.
84

Message received. Update each

update

channel with the new value.

Acknowledge with status Status interval

length speci?ed by the TEDS.
Message received. Update the

Read-only channels will not be
affected. Each value is the
86

interval update

status report interval for the
sensor. The interval is set in

increments of 15 seconds.
(1 = 15 sec, 2 = 30 sec, 10 = 150

sec etc.)

88

Acknowledge with TEDS TEDS

Message received. Update the

update

TEDS information for the
sensor.

The data length ?eld contains one byte and includes the size
in bytes of the optional data ?eld. This ?eld is set to zero if
data is not included in the message. The maximum message

length is one-hundred forty-two bytes. Transducers are not
required to accommodate the maximum message size, and
ignore messages having data length values that they do not
support. The transducer control module supports messages

respect to a series of logical ones or zeros as described

above, and may increase apparent transmitter power for long
intervals of continuous transmission.
40

of the maximum size. The optional data ?eld contains a

maximum of one-hundred twenty-eight bytes of data, or the
amount permitted for the intended transducer. The checksum
?eld contains two bytes including a checksum for the packet.

45

Since the system is using asynchronous serial data, the
transducer and transducer control module pseudo-encode
the data in this scheme. Basically, each logical zero bit in a
byte is transmitted as a one-zero pair, while each logical one
bit in a byte is transmitted as a zero-one pair. An example of

The checksum is preferably a sixteen bit checksum that is
determined by applying a conventional Fletcher checksum

algorithm on packet data bytes except for the synchroniza
tion pattern.
FCC requirements indicate that the maximum transmis
sion time for each communications device be approximately

The protocol employs pseudo-Manchester encoding to
overcome these problems. In particular, Manchester encod
ing is typically used to encode the clock and data of a
synchronous serial stream into a single bit of information,
resulting in a logic level transition for each transmitted bit.

50

this encoding is illustrated in Table IV below.
TABLE IV

one second, where each device is silent for an interval

approximately thirty times the transmission period or ten
seconds, whichever is greater. This limits the amount of data
that can be transferred, while other requirements limit the
apparent transmitter power (e.g., power over time). The

Manchester Encoded Data

55

Binary Value Hex Nibble

present invention protocol is designed to satisfy these

requirements.
Packet data is transmitted with the least signi?cant bits
(LSB) ?rst at a rate of approximately 4800 bits per second.
The data format includes eight data bits, one stop bit and no
parity bit (e.g., 8 N 1). The data is transmitted employing an
on/off keyed (OOK) scheme as described above where the
transmitter is on to represent a logic one and off to represent

a logic zero. This scheme may provide ambiguities with

60

65

0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011

0
1
2
3
4
5
6
7
8
9
A
B

Encoded Binary

Encoded Hex

10101010
10101001
10100110
10100101
10011010
10011001
10010110
10010101
01101010
01101001
01100110
01100101

AA
A9
A6
A5
9A
99
96
95
6A
69
66
65
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The transducers typically operate as a master device to

permit the transducers to remain in the sleep state a sub
stantial portion of the time. The transducers may request a
channel update from the transducer control module or chan

TABLE IV-continued
Manchester Encoded Data

Binary Value Hex Nibble
1100
1101
1110
1111

C
D
E
F

Encoded Binary

Encoded Hex

01011010
01011001
01010110
01010101

5A
59
56
55

nel update information may be sent to a transducer within an

10

This results in an approximate ?fty percent duty cycle for the

carrier signal, thereby reducing the apparent transmitter
power. In addition, the encoding provides a logic level
transition for virtually every transmitted bit. However, the
amount of data transmitted increases with this encoding

15

the control module only responds to registration requests

20

when manually placed in an installation mode. This mode is
initiated by an install button disposed on the transducer
control module front panel or housing. The transducer
attempts registration in response to an initial power-up and
registration requests occur as part of normal battery main

scheme. Generally, the system requires approximately 552
milliseconds to transmit the maximum sized packet (e.g.,
142 bytes) and a maximum silent interval of approximately
16.6 seconds.
The manner in which messages are received within the

protocol is illustrated in FIG. 4. Speci?cally, a message
synchronization header is received by a recipient (e.g., a
transducer or transducer control module) at step 50. Data is
accepted at step 52 until the complete packet is received or
a prescribed time interval, preferably one second, has
elapsed as determined at step 54. The message is decoded
and inspected for validity based on the checksum. When a
valid message is received as determined at step 56, the
message is processed at step 58. If an acknowledgment is
required to be transmitted to the sender is determined at step
60, the recipient waits until expiration of a silent interval as
determined at step 62 and transmits the reply at step 64.

acknowledge packet. In addition, new TEDS may be sent to
a transducer within an acknowledge packet.
Each transducer is registered with a corresponding trans
ducer control module. Registration occurs during the ?rst
enablement of the transducer. Initially, transducers may be
installed by users at any time. Accordingly, plural transducer
control modules may receive request messages from a
transducer, thereby enabling a transducer to register with an
incorrect control module. In order to overcome this problem,

tenance of transducers. Since transducers default to the last
known control module in response to a failed registration

attempt, registration is not required subsequent to replace
ment of a transducer battery.
25

The manner in which registration is accomplished is
illustrated in FIG. 6. Speci?cally, power is enabled to a

transducer at step 90 and the corresponding transducer
control module is placed in installation mode as described
above. The transducer transmits a registration request packet
30

at step 92. The destination address ?eld is set to zero to

indicate that the transducer is searching for a control module
as described above. If an acknowledge message is not

After transmission of a reply, or if an invalid message has

received as determined at step 94, the packet may be
transmitted for a maximum amount of times, preferably

been received as determined at step 56, the recipient repeats

the above process to receive additional messages. Similarly,
if an acknowledgment is not required in response to a valid 35 eight, as determined at step 102. If an acknowledge message
is received by the transducer after veri?cation by the trans
received message as determined at step 60, the above
ducer control module receiving the message, the transducer
process may be repeated to receive additional messages as
sends its TEDS information to the transducer control module
determined at step 66. If additional messages are not to be
at step 96 to identify itself to the control module. When an
received as determined at step 66, the process terminates.
The manner in which messages are transmitted in accor 40 acknowledgment is received in response to the TEDS infor
dance with the protocol is illustrated in FIG. 5. Initially, a
mation as determined at step 98, the transducer indicates

registration at step 100 by blinking LEDS approximately

message is encoded by the sender (e.g., transducer or
transducer control module) as described above at step 70.

four times at approximate half-second intervals. The trans
ducer control module generates an installation message for

The sender waits for an active state as determined at step 71.

Prior to transmission, a sender listens during a prescribed

45

transmission to the monitoring system to indicate the newly
installed sensor. The appropriate information is stored in the
monitoring system database as described below to enable

interval, preferably 250 milliseconds, to determine the pres
ence of a clear channel at step 72. If a clear channel is

determined, the message is transmitted at step 74. If the
channel is not clear as determined at step 72, the sender
stores the message at step 82 and enters sleep mode to wait

reporting of the new sensor to an end-user. If a TEDS

for the next interval to enter an active state and attempt

described above.
When an acknowledgment is not received with the maxi
mum transmissions of a registration request packet as deter

acknowledgment is not received as determined at step 98,

the transducer re-transmits registration request packets a

re-transmission. Transducers generally may store only a
single message, where a second message may not be stored

mined at step 102, the transducer utilizes the previous

until the ?rst message is removed. After a message is

transmitted at step 74, the sender waits for a reply. If a reply
is not received within a prescribed time interval, generally
two seconds, as determined at step 76, and the prescribed

55

reply interval, preferably ?fteen minutes, has not expired as
determined at step 77, the message is re-transmitted at

prescribed intervals during the active state approximately
every ?fteen seconds. When a reply is not received within

transducer control module at step 106. If the transducer does
not have a prior control module (e.g., at initial power-up
from manufacture) as determined at step 104, the transducer
enters sleep mode at step 108 and requires a power cycle to
restart the above registration process.
Transducer control module 14 includes the physical and
protocol interface to the transducers over sensor LAN 12,

the prescribed reply time interval, the stored message is

the event detection and reporting logic, and the physical and

discarded at step 78. After discarding the message, or if a
reply is received within the time interval as determined at

protocol interface to communications device 16. The trans
ducer control module can be implemented as an application

step 76, the above process may be repeated to transmit
additional messages as determined at step 80; otherwise the
process terminates.
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speci?c device having a microprocessor, memory and appro
priate communication ports, or as a standard personal com

puter running application speci?c software. A preferred
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embodiment of transducer control module 14 is illustrated in
FIG. 7. Speci?cally, the transducer control module includes
a microcontroller 42, Wireless communications device 26,
communicator interface or communications device 16,
RAM 43, non-volatile memory 45, poWer manager 44 and a
battery 46. The microcontroller controls the overall opera
tion of the control module and communicates With the
transducers via Wireless communications device 26. By Way

sent to the monitoring system. The module memory may be
partitioned and detailed information on an event may be

stored in one of the partitions for later analysis. The message
preferably includes a summary Which quanti?es the event so
that the monitoring system can decide Whether or not to send
an alarm as described beloW.

In addition, the connection betWeen transducer control
module 14 and monitoring system WAN 18 can be either

of example only, the microcontroller is implemented by an
Atmega 103 processor manufactured by Atmel. The com
munications device is substantially similar to the device
described above for the transducers, While the microcontrol

Wired or Wireless, or a combination of both. Representative
10

commonly referred to as the Internet. Representative Wire
less WANs include Wireless Ethernet (IEEE 802.11), cellular

ler implements the Wireless protocol. Communicator inter
face 16 provides communication betWeen the transducer
control module and WAN 18 for communication With moni
toring system 20. The interface may be internal or external
(e.g., as shoWn in FIG. 2) of control module 14 and may be
a separate or integral component. The microcontroller

telephones, radio-telephone systems, and commercially
15

available satellite-based communications systems. The data
transmitted over the WAN can be encrypted to prevent
unauthoriZed access.

The transducer control module performs several tasks

including identifying neWly installed sensors, determining

includes internal storage for softWare and typically utiliZes
RAM 43 for Working storage. Non-volatile memory 45
typically stores con?guration information for the transducer

the type of sensor and storing its data and acting on stored
data based on conditions from the monitoring system (e.g.,
event detection). The event detection logic basically moni
tors transducer data for reportable events, prepares event and
status reports described beloW in the appropriate format for

control module. PoWer manager 44 is coupled to an object,
such as battery 46, to monitor the battery and a poWer
charging system for a host environment (e.g., boat or vehicle

battery, shore poWer, etc.). Local interface 47 provides an

Wired WANs include Ethernet, telephone dial-up
connections, and the complex communications netWork

25

end-user With direct access to the transducer control module
from a computer system or other device to query the control

interface 16, controls interface 16 to conserve bandWidth
and battery poWer and sends the event and status messages

interface, poWer manager, memories, microcontroller) of the
control module are typically implemented by conventional

or reports to the monitoring system. Event reports notify the
monitoring system of a change in the monitored asset that
requires action, While status reports are periodically trans
mitted to update status information about the system.

or commercially available components.
The transducer control module is generally local to the

transducer) that result in performance of an action. An event

module or set parameters. The various components (i.e.,

Events are de?ned as changes in a monitored input (of a

object being monitored and has tWo-Way communications

report is sent to the monitoring system When the transducer

With the monitoring system and transducers. The control

control module detects a valid event. The transducer control

module further makes decisions based on user-de?ned rules,

35

and may monitor parameters of the object (e.g., temperature

module, based on transducer TEDS information, knoWs the
parameters being measured and can link measurement data

or poWer source). The use of local decision making capa

to de?ned events to detect occurrence thereof. The moni

bility reduces message traf?c betWeen the monitoring sys

toring system may be noti?ed of the time, date and Global
Positioning System (GPS) location of the event. Event
reports typically do not include identi?cation information in
order to reduce communications overhead, but rather indi

tem and monitored asset.

The transducer control module may communicate With

the monitoring system via any conventional or commercially
available communications system, such as cellular modems,
Wireless Ethernet, Wired Ethernet, satellite modems, tele
phone line modems, routers and interface cards. By Way of
example only, a satellite modem is utiliZed as interface 16 to
communicate With a satellite netWork, such as Orbcomm,
serving as WAN 18 betWeen the control module and moni

cate that a particular event has occurred. The monitoring
system determines the meaning of the event report based on
the control module serial number in a message header (e.g.,
45

e-mail header) and account information in the monitoring
system database.
By Way of example only, event reports include sixteen

toring system. The satellite netWork generates an e-mail
message that is sent to the monitoring system for storage and
processing. The transducer control module may collect data
from each transducer at predetermined intervals correspond

formats, While the transducer control module may store a

ing to a default sample rate or a user-de?ned sample rate.

Weighted, While events may be added, deleted or modi?ed
by users via the end-user terminals connected to the moni
toring system. When an end-user modi?es an event, the
monitoring system sends an event de?nition to the trans
ducer control module that includes information describing

maximum of sixteen event reports. In addition, a single
event may include many different monitored inputs or
outputs, each referred to as a term. The terms may be

Preferably, the module Will gather the current absolute level
from the transducer and keep a running average so that the
difference betWeen the current level and the long term
average level can be determined, for example to identify

shock loading conditions and other transient conditions.
Root mean square (RMS) levels can also be calculated and

stored by the module, e.g., to evaluate vibrations. The
module is preferably programmed to generate and send
messages to monitoring system 20 When measured levels
exceed user-de?ned or default thresholds. Message
generating events can also be de?ned by combinations of
thresholds Which are exceeded so that, for example, if the
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the event including the number of terms, input channels and
type of event report. The message is typically transmitted
through the satellite netWork to the transducer control mod
ule that stores the message for processing. The transducer
control module typically receives the message via e-mail as

described above and periodically checks for e-mail
messages, preferably every ?fteen minutes, to update event
de?nitions.

level on channel one exceeds some ?rst number and the level 65
Status reports are periodically transmitted at scheduled
intervals and may contain any information available to the
on channel tWo exceeds some second number, an event

message is generated by the transducer control module and

transducer control module. By Way of example only, a status
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15

16

report may be transmitted daily (e.g., at midnight) and report

none other. End-users are able to designate multiple levels of

various object characteristics. Generally, siXteen formats are
available for status reports, While the transducer control

access for themselves and in turn their staff or clients. For
example, a trucking company can authoriZe their customers

module may store a maXimum of siXteen status reports.

to receive simple location and shipment status reports, but

Status reports are con?gurable by an end-user, Where the
monitoring system generates a report de?nition for the

not reports on equipment condition or driver performance.

transducer control module When an end-user modi?es a

ment reports, but not information on shipments or the driver.

status report. The report de?nition includes information that
describes the status report to the transducer control module.
Since the status reports do not include identi?cation

These security provisions and access levels are selectable by

Similarly, the maintenance facility can receive the equip

the end-user through their interface With the monitoring
10

information, the monitoring system determines appropriate
actions based on information in the monitoring system
database.
As described above, the transducer control module is in
communication With the transducers and constantly moni
tors the Wireless netWork for incoming messages. Since the
control module is a slave device, it does not initiate com
munications With the transducers. When a transducer reports
the condition of an input, the control module transmits an
acknowledge message that may include a request to update

A preferred embodiment of monitoring system 20 is
illustrated in FIG. 8. Speci?cally, monitoring system 20
includes monitor application 21, a database 25 and a Web
server 23 alloWing the end-user to interact With the moni
15

20

an output channel or return additional status information.
The transducer control module uses transducer data as a

basis for determining and reporting events. The transducer
data is arranged into channels, Where each transducer gen
erally has tWo channels, but may include a maXimum of 255
channels. Further, transducers may require a run-time
calculation, Where run-time refers to the amount of time a
transducer reports an on state for a particular input. This

toring system over the WAN, such as the Internet, using
commercially available softWare knoWn as Web broWsers.
This enables end-users to receive event reports and check
the status of the monitored facilities from anyWhere in the
World Without requiring special communications facilities or
having to install special softWare on their local computer.
Standard capabilities of Web servers and broWsers, such as
secure sockets layer (SSL) service, can be used to provide
the required security and data access controls. The monitor
application and Web server each access database 25.

25

The monitoring system is typically implemented by a
conventional personal or other computer system. The com

puter system may include any of the major platforms or

operating systems. By Way of eXample only, monitoring

calculation is performed by the control module automati
cally When a run-time transducer is recogniZed based on
TEDS information. The run-time information is incorpo

system.

system 20 includes a Microsoft WindoWs NT Server 4.0
30

operating system, and Microsoft Internet Information Server
version 4.0 in Web server 23. Database 25 is typically

implemented by Microsoft Access 2000, but may utiliZe any

rated as a neW channel for the transducer in the control

module and monitoring system. In addition, some transduc

conventional database. The Web server further utiliZes

ers require a cycle count channel. The transducer control

Microsoft Active Server Pages Scripting to send SQL que

module further calculates this value and incorporates the
channel into the transducer information.
The transducer control module further provides time, date
and location stamping for event and status reports. Time

35

database connectivity (ODBC).
Monitoring system 20 basically coordinates communica

stamps, Within an approXimate one second interval, are

provided internally by the transducer control module, While

40

other time and data information is provided by an eXternal
GPS receiver. The GPS system further provides the location
of events. The transducer control module utiliZes UTC

tions betWeen a system Web site, database and transducer
control module. Communication betWeen monitor applica
tion 21 and the transducer control module is preferably via
e-mail as described above. Web server 23 and database 25

transfer information via ODBC and Active Server Pages

scripting. Monitor application 21 periodically checks for

(Coordinated Universal Time) or GMT (GreenWich Mean
Time) While differences betWeen an end-user time Zone and

ries to the database. Connection to the database is accom

plished by the Web server and monitor application via open
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UCT are corrected by the monitoring system at the time of
display. In addition, the transducer control module monitors

e-mail messages from transducer control modules, or may
retrieve messages from a server. When messages are

received, they are processed and stored in the database based

the primary poWer source of the asset. If the poWer source

on user accounts by monitor application 21. When a mes

fails, the control module includes an internal battery backup

sage includes measurement data, the transducer data is

to transmit a poWer fail report to the monitoring system. The
poWer backup enables the control module to operate for
several days in the event primary poWer is not promptly
restored.

Monitoring system 20 includes computer hardWare and
softWare Which receives, stores, and analyZes event and
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status information from the item or facilities being moni

sented in the channels for proper storage in the database. If
the message de?nes an alarm condition, a noti?cation (e.g.,
e-mail, faX, pager, etc.) is sent to each person residing on a
noti?cation list for that event stored in the database as
described beloW. When a user creates or modi?es report and
event de?nitions via the Web site, neW de?nitions are sent to

tored. The monitoring system Watches for, detects, and

the transducer control module. Monitor application 21 peri

reports trends in the monitored data, as Well as detecting
When the alarm conditions have been met. The monitoring

system is the principal interface betWeen the overall system
and the end-user. It is the sub-system With Which they

arranged by the transducer control module into channels,
Where the monitoring application knoWs the data repre
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interact to receive status reports, program event and alarm
conditions, and issue control commands to actuators. The

odically checks database 25 for neW de?nitions and trans
mits e-mail messages to the appropriate transducer control
modules.
Monitor application 21 maintains an event log, an alarm

noti?cation log and an e-mail log. The application records

monitoring system provides for multiple users and multiple

into the event log each event that occurs along With time

monitored facilities. Preferably, each end-user is provided

stamps indicating the time the event occurred (UTC), the
time the event report Was received by the monitoring system

access to the information for their monitored facilities and

and the time the event processing and logging Was com

levels of access to the reports and information for the
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pleted. When alarm noti?cations are sent, the monitor appli
cation records into the alarm noti?cation log the time of
noti?cation. Further, alarm messages may be displayed at

installed for the control module and quantity of events and
reports de?ned for the control module.

the Web site so that a user may receive them immediately
upon entering the system. The time at Which a user acknoWl

asset to control module serial numbers stored in monitored
asset table 114. An asset may have plural control modules

edges receipt of the message is further recorded into the
alarm noti?cation log for each alarm. In addition, monitor
application 21 records in the e-mail log each e-mail message
that is received and processed. Report and event de?nition

transducers. Thus, the combination of the Asset ID and
control module are primary keys for linking to tables con

The Asset ID is the primary key for linking a registered
registered to it, each having a corresponding group of
taining con?guration settings and data related to the asset
and control module pair and corresponding transducers.

messages that are sent to transducer control modules are also

recorded in the e-mail log.

After transducers are installed for a control module,

Database 25 typically includes several tables to store

information about the transducers including the sensor mod
ule ID is stored in installed sensor modules table 116. The

system information as illustrated, by Way of eXample only,

primary keys linking the Asset ID and control module to

in FIG. 9. Initially, hardWare information is entered into the

database during manufacturing and assembly phases.
Speci?cally, communicators table 110 is a master indeX of
satellite communicators used in the system. This includes

corresponding installed transducers are the Asset ID and
control module serial number. The combination of the Asset
ID, control module serial number and sensor module ID are

information relating to a unit serial number, registration date
and e-mail address assigned. TCM table 112 is similarly a

the primary keys linking the Asset ID and control module
pair to data table 118 containing actual channel data and

master indeX table of transducer control modules and

module description table 120 containing descriptions of
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includes information relating to the manufacturing date,

transducers. These keys in further combination With a chan

?rmWare version, unit serial number and unit serial number
of corresponding satellite communicator With Which that
control module is packaged. The communicator serial num
ber is entered in the database for each control module at the

nel number link to channel description table 121 containing
channels customiZed by the user. The Asset ID and control
25

time the control module and communicator are assembled.

module serial number are the primary keys for linking to
GPS table 138 containing GPS position data for the asset and
control module.

The communicator serial number is the primary key for

The Asset ID and control module serial number are the

linking an e-mail address to a communicator and for linking
the communicator to a transducer control module. The
transducer control module serial number is used by a user to

primary keys linking to user de?ned events table 130
containing user de?ned events including the quantity of

register a monitored asset and is the primary key for linking
the hardWare to an asset. An asset identi?cation number

trigger an alarm. The combination of the Asset ID, control
module serial number and event number are primary keys

(Asset ID) is the primary key for linking an asset to a user

linking to event de?nitions table 134 containing the indi

terms de?ning the event and Whether or not the event should

account number.
vidual terms comprising the event de?nitions, While these
Sensor module types table 122 is a master indeX of 35 keys, for events that trigger alarms, link to noti?cation list

table 132 containing noti?cation lists for sending messages

transducers and includes the sensor module ID (e.g., serial
number), manufacture date and type of sensor module. The
type is a primary key linking a sensor module to sensor
modules table 124 and channel de?nitions table 126 collec

When an alarm condition is detected.
The Asset ID and control module serial number are the

primary keys linking to reports table 142 containing user
de?ned reports to be generated by the monitoring system

tively containing information about the hardWare con?gu
ration for that type of sensor including the quantity of

including the quantity of report items and the schedule on

channels and a description of each channel. The sensor

Which the reports are to be sent. The combination of the

module ID is the primary key for linking each transducer to

Asset ID, control module serial number, report number and
report format are primary keys linking to report items table
144 containing individual items that comprise the report

calibration data in calibration TEDS table 128. The combi
nation of the sensor module ID and channel number links a 45

de?nitions.
The Asset ID and control module serial numbers are the

transducer to channel TEDS table 129 including the range of
possible values and physical units of measurement for the
transducer data.

primary keys for accessing e-mail log table 140. This table
contains a log of e-mail messages (e.g., events, reports and
con?guration messages) sent and received by each control
module. These keys may further be utiliZed and/or combined

Customer information table 148 stores customer informa

tion including a unique customer account number. Login
table 150 is utiliZed to link a customer’s name and passWord
With the account number. An account may have several

With an event number to access event log table 136. The

assets, each of Which is identi?ed by a unique asset identi
?cation number (Asset ID). An asset is registered by a user

event log table contains a log of event messages and alarm
noti?cations sent by the control module (e. g., Whether or not

entering a name and asset description at the Web site. The
asset is assigned a unique Asset ID and the information is
stored in registered assets table 152. The account number is
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the noti?cations are acknoWledged by the user). System log
table 146 records internal information (e.g., program errors,

events, etc.) that occur during monitoring system execution.

the primary key that links customer information table 148 to

Referring back to FIG. 8, end-user terminals 22 are

registered assets table 152. Once an asset is registered to an
account, a user registers the control module serial number

generally standard personal computers With Web broWser
softWare and are connected to the monitoring system
through a WAN, such as the Internet. This permits access to
the monitored information form anyWhere in the World that
has Internet access, Without having to install special soft

for that asset via the Web site. Registering basically creates
an association betWeen the asset and a physical, e-mail
addressable, control module. The asset is considered a
monitored asset and is stored in monitored asset table 114.

This table includes information relating to the asset moni

Ware on each computer used for access to the monitoring
65

information. Alternatively, the end-user terminals can be

toring system hardWare, such as Asset ID, control module

personal computers running special softWare developed for

serial number, system status, quantity of transducers

the above purpose, dumb terminals connected to a netWork

